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       TERMS OF REFERENCE



BIDDERS ARE HEREBY INVITED TO SUBMIT BIDS IN RESPECT OF THE FOLLOWING SERVICE:
DEVELOPMENT OF THE BUSINESS CONTINUITY MANAGEMENT SYSTEM AS A ONCE-OFF PROJECT TO BE COMPLETED WITHIN A PERIOD OF TWENTY-FOUR MONTHS FOR THE NATIONAL CONSUMER COMMISSION
                 Reference: NCC/01/2023/2024

Date issued: 16 November 2023
Compulsory briefing session: 27 November 2023 @ 11h00 (MS Teams ONLY)
Closing date and time: 07 December 2023 @ 11h00
Bid validity period: 120 days after closing date.

ADDRESS:
National Consumer Commission 
SABS Campus, Building C,
1 Dr. Lategan Road Groenkloof, Pretoria
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[bookmark: _Toc146816669]PURPOSE
[bookmark: OLE_LINK11][bookmark: OLE_LINK12]To appoint a suitable service provider to:
Assist the National Consumer Commission (NCC) in developing a business continuity management system by performing a comprehensive Business Impact Analysis (BIA), develop and test business continuity plan (BCP), disaster recovery plan (DRP) and management procedures.

[bookmark: _Toc146816670]BACKGROUND
2.1. The National Consumer Commission (NCC), herein referred to as the Commission, is a juristic person established in terms of section 85 of the Consumer Protection Act; No 68 of 2008 (“Act"), as an organ of the state within the public administration but as an institution outside the public service. The NCC has been operational since 1 April 2011. The main objective of the NCC is to, amongst other things, promote and advance the social and economic welfare of consumers in South Africa by: -
2.1.1. Establishing a legal framework for the achievement of a consumer market that is fair, accessible, efficient, sustainable, and responsible.
2.1.2. Reducing and ameliorating any disadvantages experienced by vulnerable consumers in accessing goods or services.
2.1.3. Promoting fair business practices & protecting consumers from improper conduct.
2.1.4. Improving consumer awareness and encouraging choice.
2.1.5. Promoting consumer confidence and empowerment.
2.1.6. Providing a consistent, accessible, and efficient system of consensual resolution of disputes; and
2.1.7. Providing an accessible, consistent, harmonized, effective, and efficient system of redress for consumers.

2.2. Organizational structure
2.2.1. The NCC consists of the National Office housed at SABS premises in Groenkloof and does not have regional offices. It occupies two floors at block C buildings. The Commission has systems and infrastructure hosted in the house at the SABS data centre.
2.2.2. The NCC has close to a hundred (100) employees with the organisational structure consisting of the following departments:

2.2.2.1. Office of the Commissioner
· Governance unit
· Risk Management unit
· Research and Knowledge Management unit
· Media Liaison
· ICT unit

2.2.2.2. Corporate Services
· Human Resources unit
· Finance and SCM unit
2.2.2.3. Enforcement and Legal Services 
2.2.2.4. Complaints & Investigation
· Complaints handling unit
· Contact Centre
· Investigations
2.2.2.5. Education and Advocacy
· Business Education
· Consumer Education
· Stakeholder Management
· Registry and Records Management

2.3. NCC’s current ICT Backend Infrastructure 
The current NCC ICT infrastructure and systems comprise at least of:
2.3.1. ICT backend infrastructure: 
2.3.1.1. Two fail-over and load-balancing 100Mbps WAN links, 
2.3.1.2. Four Hyper-Converged Infrastructure servers (Hewlett-Packard Enterprise (HPE) servers) 
2.3.1.3. One HPE Backup and Management Server 
2.3.1.4. One HPE Tape Library,  
2.3.1.5. Two Cisco ISR 4461 routers and two 48-port Cisco Catalyst 9500 core switches,  
2.3.1.6. Information security solutions (two Firewall devices, one network analyzer, antivirus, network vulnerability system)  
2.3.1.7. Disaster Recovery as a service through a government entity ( based on the outcome of this project, the NCC may relook at its ICT DR needs) 

1.1.1. 
1.1.2. 
1.1.3. 
1.1.4. 
1.1.5. 
1.1.6. 
1.1.7. 
2.3.2. Line of business systems
Line of business systems are hosted on-premise and include at least:
2.3.2.1. Sage 300 ERP
2.3.2.2. VIP (to be upgraded to Sage 300 People)
2.3.2.3. Opt-Out Registry System ( critical business system to be used nationally by all consumers and direct marketers)
2.3.2.4. Hybrid email system (Office 365 and on-premises Exchange)
2.3.2.5. ATOS OpenScape contact centre system (to be upgraded to a cloud-hosted system)

[bookmark: _Toc146816671]BUSINESS DRIVERS
The NCC wants to implement an effective business continuity plan (BCP) and disaster recovery plan (DRP) that is testable and aligned to international best practice standards such as the ISO22301 Business Continuity Management Systems and the BCI Good Practice Guidelines.
To align the BCP and DRP   to ensure that the NCC business operations can continue after a disruptive incident.
To meet all compliance requirements in terms of documentation requirements for organisation-wide BCP and DRP.
Impart key employees with skills and knowledge to maintain BCP and DRP procedures.
To address critical continuity risks for the organisation, their impact and associated mitigation actions.

[bookmark: _Toc146816672]SPECIAL CONDITIONS
4.1. National Consumer Commission Reserves the Right:
4.1.1. To negotiate with one or more preferred bidder(s) identified in the evaluation process, regarding any terms and conditions, including price without offering the same opportunity to any other bidder(s) who has not been awarded the status of the preferred bidder(s).
4.1.2. To accept part of a tender rather than the whole tender.
4.1.3. To contact references provided by the bidders
4.1.4. To cancel and/or terminate the tender process at any stage, including after the Closing Date and/or after proposals have been evaluated and/or after the preferred bidder(s) have been notified of their status as such. 

[bookmark: _Toc146816673]SCOPE OF WORK 
5. 
5.1. Assist the National Consumer Commission (NCC) in developing a business continuity management system by performing a comprehensive Business Impact Analysis (BIA), develop and test business continuity plan (BCP), disaster recovery plan (DRP), produce and submit required testing reports and management procedures. . The Business Continuity Management System must be aligned to the ISO22301 Business Continuity Management Systems and the Business Continuity Institute Good Practice Guidelines.

5.1.1. PROFESSIONAL SERVICES 
The bidders at a minimum shall provide the services listed below

5.1.1.1. Business Impact Analysis
a) Collection of data to conduct of BIA which will include at least:
· Identifying critical business activities, processes, procedures and supporting systems.
· Resources required for continuity.
· Critical service providers.
· Recovery Time Objective (RTO) and Recovery Point Objectives (RPO). 
b) Analyse and interpret collected data to produce and submit BIA reports. 


5.1.1.2. Business Continuity Plan and Disaster Recovery Plan
Development of the BCP and DRP that the NCC will adopt to maintain business continuity in the event of business disruption of any nature (e.g. Pandemics, natural disasters, strikes and violence, ICT system failures, etc). The plans will include the following:
a) A guide in the establishment of recovery teams.
b) Determine the resource requirements to implement the selected recovery strategies. 
c) Define communication protocols during the period of disaster.
d) Document BCP and  DRP procedures, and necessary arrangements to enable the continuity of activities and the management of disruptive incident(s)
e) Procedures for detecting,  monitoring, and communicating an incident 
f) Associated procedures containing roles and responsibilities of recovery teams.
g) Emergency recovery processes 
h) Business recovery processes
i) Alternative recovery site requirements (in the event the primary site is not usable both from the people and technology perspective)
j) Key risks and mitigation measures

5.1.1.3. Skills transfer and training
a) Skills transfer and training of staff (4 - 6 employees within Risk Management and ICT) to have the skill to develop BIAs, BCPs and DRPs and provide certification/ work with a service provider that will provide certification (The training must be accredited by a recognized training body) 
b) Training to be provided for the recovery teams.
c) Provide organization-wide workshops on each BCP and DRP process developed
d) Develop training and awareness material

5.1.1.4. Costing
Cost BCP and DRP strategy/ solution that the NCC should consider based on the BIA results to enable NCC management to make informed decisions on the most appropriate recovery solutions. 

5.1.1.5. Reviews
      Perform/Test post-BIA reviews on draft BCPs and DRPs before the final adoption of the plans. 
5.1.1.6. Testing
The plans must be tested to verify that the NCC can achieve the RTOs and RPOs defined during this project. The service provider must:
a) Develop test cases and test plans.
b) Coordinate the first BCP and DRP test.
c) Document test results
d) Analyse and present the results to the NCC Management.
e) Improve the BCP and DRP based on test results
f) Refine the BCP and DRP based on the outcome of the testing.

5.1.1.7. Policy
      Develop a Business Continuity Management Policy in line with the ISO22301
5.1.1.8. Duration
      Twenty-four months, once off project.

5.1.1.9. Project Costing
a) The quotation must reflect a detailed cost breakdown and any indirect costs associated with the rendering of the required service as per the scope of work.
b) This is a fixed price, and no price variations will be allowed during the project implementation.






[bookmark: _Toc146816674]SECTION E: EVALUATION CRITERIA

The NCC will evaluate all proposals in terms of the Preferential Procurement Policy Framework Act. No.5 of 2000 (PPPFA). A copy of the PPPFA regulations can be downloaded from www.treasury.gov.za.  In accordance with the PPPFA, submissions will be adjudicated on 80/20 points system and the evaluation criteria. 

The NCC has set minimum standards, referred to as phases that a bidder needs to meet to be evaluated and selected as a successful bidder. The minimum standards consist of the following:

	Pre-qualification Criteria  (Phase 1)
	Technical Evaluation Criteria (Phase 2)
	Price and Preference Points Evaluation 
(Phase 3)

	Bidders must submit all documents as outlined in paragraph 6.1.1 (Table 1) below.
Only bidders that comply with ALL these criteria will proceed to Phase 2.
	Bidder(s) are required to achieve a minimum of 70 points out of 100 points to proceed to Phase 3 (Price and Preference Points).
	Bidders will be evaluated as per the PPPFA, where 80 points 
will be for price and 20 points for preference points.




6. 
6.1. PHASE 1 - ADMINISTRATIVE AND MANDATORY COMPLIANCE:
6.1.1. Without limiting the generality of the Commission’s other critical requirements for this Bid, bidders must submit the documents listed in Phase 1 below. All documents must be completed and signed by the duly authorized representative of the prospective bidders. During this phase, bidders’ responses will be evaluated based on compliance with the listed administration and mandatory bid requirements. The bidders’ proposals may be disqualified for non-submission of some of the documents.

	Administrative Compliance Documents
	
Guideline
	
Consequence of Non-submission of Information:

	
	
	Disqualification?

	Invitation to Bid – SBD 1
	Complete, sign and submit the provided pro forma document. 

	NO

	Tax status – Compliant
	i. Tax Compliance will be verified on the Central Supplier Database (CSD).
ii. Supplier to be Tax-Compliant before an award is made and throughout the contract period.
iii. CSD Supplier number will be used to verify Tax Compliance. 

	  NO


	Bidder’s Disclosure– SBD 4
	Complete and sign the supplied pro forma document. 
	YES

	Preference Point Claim Form – SBD 6.1
	Complete and sign the supplied pro forma document. Preference points will be verified using the CSD.
	NO 

	Registration on Central Supplier Database (CSD)
	The Service Provider must be registered as a service provider on the Central Supplier Database (CSD). If not registered, the service provider must visit https://secure.csd.gov.za/ to register on the CSD. An award will not be made to any bidder who is not registered on the CSD. Furthermore, no preference points will be allocated to bidders who are not registered on CSD. 
	 NO 

	Pricing Schedule – SBD 3 and Annexure A
	Submit full details of the pricing proposal in a separate envelope ONLY and not as part of the proposal. Non-compliance will lead to disqualification.
	YES 

	Compulsory briefing session
	Attendance Register will be taken from MS Teams ONLY
	YES



6.2. PHASE 2 - FUNCTIONALITY EVALUATION
6.2.1. Only bidders that have met the Pre-Qualification Criteria in Phase 1 will be evaluated in Phase 2 for Functionality, and will be evaluated as follows:
a) Functional Evaluation – Bidders will be evaluated out of 100 points and bidders are required to achieve a minimum threshold of 70 points. The Bid Evaluation Committee (BEC) will evaluate proposals and bidders will require a minimum score of 70 to proceed to phase 3 which is price and preference points.  






	PHASE 2 - Functional and Technical Evaluation

	Evaluation Area
	Evaluation Criteria
	Points

	Understanding of the TOR requirements
	Understanding of the Terms of Reference. Overall Quality of the Methodology/Approach to accomplish the tasks covered under scope of work.  
Bidders are required to demonstrate a thorough understanding of the specification. Bidders are required to provide a detailed approach methodology statement wherein each of the points below is clearly explained in detail in terms of how the bidder will go about producing the deliverables. 

Each area not covered in detail will score a zero
	
45




	
	· Business Impact Analysis Methodology/Approach (Collation of data, Analysis, and interpretation of data as contained BIA reports, determining RPO and RTO) 
	10

	
	· Methodology/Approach for Developing a  Business Continuity Plan and Disaster Recovery Plan for the NCC 

	10

	
	· Skills transfer (Training and development of Risk Management and ICT  to have the skill to develop BIAs and BCPs and provide certification/work with a service provider that will provide certification) training must be accredited by a recognized training/ professional body 
· Training plan for Recovery Teams
	5

	
	· Costing the BCP and DRP  strategy/solution that the NCC can consider to enable Management to make informed decisions about the business recovery solution to consider. 
	5

	
	· Provide organization-wide workshop plan on BCP and DRP procedures

	5

	
	· Provide plans for testing of the draft BCPs and DRPs before the final adoption.
	10

	Bidder’s experience
	Bidder’s previous and current projects implementing BCP and DRP services carried out within the past five years (only reference letters from clients will be considered). 
	20

	
	· 5 or more projects
	20

	
	· 4 projects
	16

	
	· 3 projects 
	12

	
	· 2 projects
	6

	
	· 1 project
	2

	
	· 0 projects
	0

	Project team qualifications and experience
	Provide Information on the individuals who will be assigned to this project. Detailed CVs and proof of qualifications must be attached  for the Lead consultant and the project manager

Project Manager and Lead Consultant must be clearly indicated:
· Lead Consultant must be ISO22301 – Lead Implementer/Certified Business Continuity Institute (CBCI) certified.
Project Manager must hold a project management certification
· (Prince2/PMBOK/Agile) and ISO22301 – Implementer.

	20

	
	Project Manager Experience 
· 10+ years’ experience in Business Continuity Management 
	10

	
	Project Manager Experience 
· 5 -9 years experience in Business Continuity Management 
	7

	
	Project Manager Experience 
· 3-4 years experience in Business Continuity Management
	5

	
	Project Manager Experience 
· 1-2 years experience in Business Continuity Management
	3

	
	Project Manager Experience 
· Less than one year of experience in Business Continuity Management
	0

	
	

	
	Lead Consultant Experience 
10+ years’ experience in Business Continuity Management 
	10

	
	Lead Consultant Experience 
5 -9 years experience in Business Continuity Management 
	7

	
	Lead Consultant Experience 
3-4 years experience in Business Continuity Management
	5

	
	Lead Consultant Experience 
1-2 years experience in Business Continuity Management
	3

	
	Lead Consultant Experience 
Less than one year of experience in Business Continuity Management
	0

	Project Plan
	Provide a project plan containing indicative timelines with clear activities and milestones for each of the project deliverables as per the scope of work.
	15

	
	The project plan has clear timelines (indicative) and activities per project deliverables as per the scope of work.
	15

	
	The project plan lacks some details (e.g. activities and timelines are not correlated)
	10

	
	Project Plan not provided
	0





6.3. PHASE 3 - PRICE AND PREFERENCE POINTS EVALUATION  
6.3.1. Only Bidders that have met the 70 points threshold for functionality will be evaluated in phase 3 for price and preference points. 
6.3.2. In terms of regulation 6 of the Preferential Procurement Regulations pertaining to the Preferential Procurement Policy Framework Act, 2000 (Act 5 of 2000), responsive bids will be adjudicated on the 80/20-preference point system in terms of which points are awarded to bidders on the basis of:
· The bid price (maximum 80 points)
·  Specific Goals (maximum 20 points)




a) [bookmark: _Toc468740582][bookmark: _Toc472611019]Stage 1 - Price Evaluation (80 Points)
	[bookmark: _Toc468740583][bookmark: _Toc472611020]Criteria
	[bookmark: _Toc468740584][bookmark: _Toc472611021]Points

	[bookmark: _Toc468740585][bookmark: _Toc472611022]Price Evaluation

[bookmark: _Toc468740586][bookmark: _Toc472611023]Ps =80 
	[bookmark: _Toc468740587][bookmark: _Toc472611024]80



The following formula will be used to calculate the points for price:
Where;
Ps	 =	Points scored for comparative price of bid under consideration
Pt	 = 	Comparative price of bid under consideration
Pmin 	= 	Comparative price of lowest acceptable bid
b) [bookmark: _Toc468740588][bookmark: _Toc472611025]Stage 2 – Specific Goals Evaluation (20 Points)
Specific Goals Points allocation
A maximum of 20 points may be allocated to a bidder for attaining the specific goals in accordance with the table below:
	Specific Goals
	Number of Points

	100% Black owned
	6

	51-99% Black owned
	4

	100% women-owned
	6

	51% to 99% women-owned
	4

	5% Youth Ownership
	2

	2% Owned by persons with disabilities
	1

	Exempt Micro Enterprise ( EME)
	5

	Qualifying Small Enterprise ( QSE)
	3

	Large Enterprise
	0



Points for Specific Goals may be allocated to bidders on the submission of the following documentation or evidence: 
· A duly completed Preference Point Claim Form: Standard Bidding Document (SBD 6.1)
· B-BBEE Certificate
· CSD Report
[bookmark: _Toc146816675][bookmark: _Toc472611029]PRESENTATION / DEMONSTRATION
The NCC reserves the right to request presentations from the short-listed Bidders as part of the bid evaluation process, should this be necessary. Bidders will be notified. The NCC shall not be liable for any costs related to the bidder participating in this Bid. 

8. [bookmark: _Toc146816676]GENERAL CONDITIONS OF CONTRACT
9. 
10. 
11. 
8.1. Any award made to a bidder(s) under this bid is conditional upon:
8.1.1. [bookmark: _Toc468740593][bookmark: _Toc472611030]The bidder(s) accepting the terms and conditions contained in the General Conditions of Contract as the minimum terms and conditions upon which National Consumer Commission is prepared to enter into a contract with the successful Bidder(s).
9. [bookmark: _Toc146816677]SUBMISSION OF PROPOSALS 
10. 
11. 
12. 
9.1. All tenders must be clearly marked: “For attention: The Manager: Supply Chain Management, with the Tender Reference number included and delivered at the reception, in the NCC’s tender box, at the following address: 
The National Consumer Commission 
SABS Campus, Reception, 
1 Dr. Lategan Road,  
Groenkloof, 
Pretoria 
 
9.2. Bid documents shall only be considered when received by the Commission before the closing date and time. 
9.3. The bidder(s) are required to submit two (2) copies, and one (1) original. Each submission must be marked correctly and sealed separately for ease of reference during the evaluation process. 
9.4. Bidders are required to submit the pricing schedule in a sealed and marked envelope. Bidders are not supposed to write pricing anywhere on the tender document and their proposals. 
9.5. Bidders are requested to initial each page of the tender document on the right-hand side at the bottom of each page. 





10. [bookmark: _Toc146816678]ENQUIRIES 
For SCM Inquiries:  
Name: Margery Mouton  
Contact: 012 428 7730 
Email: m.mouton@thencc.org.za   
  
For Technical enquiries
Name: Lindani Ngema
Contact: 012 428 7745
Email: l.ngema@thencc.org.za
BUSINESS CONTINUITY MANAGEMENT SYSTEMS PROCUREMENT

[bookmark: _Toc116639683][bookmark: _Toc127893094]
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11. [bookmark: _Toc146816679]ANNEXURE A - PRICING SCHEDULE (ALL PRICING TO INCLUDE VAT)

	BCP Project
	Description
	Units
	Cost Price Per Unit
	Total Price (incl. VAT)

	
	Refer to the scope of work
	
	R
	R

	
	
	
	
	

	
	Business Impact Analysis
	
	
	

	
	Developing Business Continuity Plan and also associated documentation in each phase
	
	
	

	
	Aligning ICT Continuity with BCP
	
	
	

	
	Costing the proposed continuity plans
	
	
	

	
	Training (Risk Management and ICT)
	
	
	

	
	Training for Recovery Teams
	
	
	

	
	Workshops for NCC staff
	
	
	

	
	Testing
	
	
	

	
	Policy Development
	
	
	

	
	TOTAL
	
	
	R


Bidders must include all direct and indirect costs in the table above. Bidders may add additional line items to make their pricing comprehensive.
 
 NB: 1) Bidders are requested to complete the template above and submit it as a separate sealed envelope. 
      2) Price should not be written anywhere on the bid document or the bidder’s proposal.    
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