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ACRONYMS

ADR Alternative Dispute Resolution

ADRA Alternate Dispute Resolution Agent

AOPO Audit of Predetermined Objectives

ARC Audit and Risk Committee

CGSO Consumer Goods and Services Ombud
CompCom Competition Commission

CPA Consumer Protection Act

CTFL Clothing, Textile, Footwear and Leather goods
DRP Disaster Recovery Plan

ERM Enterprise Risk Management

HRM Human Resource Management

ICT Information Communication Technology
MIOSA Motor Industry Ombud of South Africa

NCC National Consumer Commission

NCT National Consumer Tribunal

NRCS National Regulator for Compulsory Standards
SCM Supply Chain Management

the dtic / Executive Authority ~ Department of Trade, Industry, and Competition
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11

1.2

2.1

INTRODUCTION

The NCC has a total of 20 performance targets in the 2024/25 Annual Performance Plan (APP). The NCC achieved 19 targets and did not

achieve 1.

Therefore, the NCC achieved a performance score of 95% against the Q4 APP targets.

KEY HIGHLIGHTS

Matters for further enforcement and their impact

211

2.1.2

2.1.3

The enforcement actions undertaken this quarter reflect the NCC’s ongoing commitment to protecting consumer rights and promoting
fair business practices within the marketplace. The NCC took enforcement action on forty-eight (48) matters through the issuance of

Compliance Notices, referrals, and settlement agreements to hold non-compliant suppliers accountable.

Of the forty-eight (48) matters, twenty-two (22) related to Clothing, Textile, Footwear and Leather goods (CTFL) matters, leading to
the prevention of non-compliant imported CFTL goods valued at R4 994 142.81 (Four Million, Nine Hundred and Ninety-Four

thousand, One Hundred and Forty-two Rand and Eighty-One cents) from entering the South African market.

The National Consumer Tribunal (NCT) granted five (5) judgments in favour of the NCC which resulted in redress to consumers and

administration fines imposed on non-compliant suppliers in the following order:
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a. Redress to consumers to the amount of R1 146 084.54 (One million, One hundred and forty-six thousand, Eighty-Four Rand

and fifty-four cents).

b. Administrative fines to the value of R1,200,000.00 (One Million, Two Hundred Thousand Rand) were levied by the NCT, following
prosecutions by the NCC.

2.1.4 These efforts not only deter future contraventions but also reinforce the NCC'’s role as an effective and responsive regulator, ultimately

fostering a safer and fairer consumer environment in South Africa.

2.2 Notable high-level investigations

2.2.1 BM Foods and Shoprite Checkers

The NCC has finalised a high impact investigation against Shoprite Checkers and its supplier BM Foods.

The investigation emanated from the product recall of the Hummus Range (Deli Hummus 300g and 125g) manufactured by its supplier, BM
Foods, following the detection of Listeria Monocytogenes which is a species of foodborne bacteria. Based on the collected evidence, adverse

findings were made against BM Foods. The matter will be filed with the NCT in the next quarter.
2.2.2 FlySafair

The NCC launched an investigation into FlySafair in January 2025 after public outcry on social media over an incident where a customer,
despite booking and paying for a flight, was denied boarding due to no available seats. Similar complaints surfaced, highlighting issues like

missed appointments, disrupted travel plans, and inadequate compensation linked to overbooking. The NCC is assessing whether FlySafair's
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practices comply with the Consumer Protection Act (CPA), aiming to complete the investigation by the second quarter of the financial year

2025/26.

2.3

2.4

Market Monitoring Inspections

In this quarter, the NCC conducted market monitoring inspections in Gauteng, KwaZulu-Natal, Free State, Mpumalanga and North-West
provinces in order to ensure that foodstuffs were safe and complied with the price disclosure and labelling requirements. The NCC joined
forces with the Consumer Affairs Offices, South African Police Service, Environmental Health Practitioners from various municipalities,

Waste Management Departments, the Department of Employment and Labour and the Department of Home Affairs.

World Consumer Rights Day 2025 Commemoration

Each year, 15 March is commemorated globally as World Consumer Rights Day (WCRD) - a key event aimed at promoting awareness
and advocacy for consumer rights. First observed in 1983, WCRD serves as an annual reminder that consumer rights are not merely
theoretical principles, but essential foundations of a fair and ethical society. Upholding the right to safety, the right to be informed, and the

right to choose fosters a marketplace that serves and protects everyone.

In celebration of WCRD 2025, the National Consumer Commission (NCC), in partnership with the Mpumalanga Department of Economic
Development and Tourism (DEDT) and the Competition Commission, successfully hosted a two-day commemorative event at the
University of Mpumalanga on 13—14 March 2025. The first day began with a Business Breakfast, followed by an engaging Symposium,
and concluded with a prestigious Gala Event hosted by the MEC for Mpumalanga Economic Development and Tourism. A key highlight

of the Gala was the unveiling of the newly appointed Mpumalanga Consumer Court members.
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2.5

The main event on 14 March featured expert-led Panel Discussions covering pivotal topics, namely:
e Food Safety and Sustainability;
e Emerging Consumer Trends in the Digital Age; and

e Fair Digital Financial Marketplace and Consumer Protection.
This year’s theme, “Empowering Consumers — Balancing Rights with Ethical Business Practices”, was thoughtfully coined by South
African consumer protection authorities under the Consumer Protection Forum (CPF). It reflects the current challenges faced by South

African consumers and underscores the need for ethical business conduct aligned with consumer empowerment.

Partnership with University of Pretoria

On 03 March 2025, the National Consumer Commission (NCC) entered into a Memorandum of Understanding (MoU) with the University
of Pretoria to strengthen collaboration in promoting consumer protection. This partnership aims to advance the field of consumer law by
integrating consumer protection principles into academic curricula. Both institutions will work jointly on the development and delivery of

various academic modules focused on consumer rights and legal frameworks.
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2.6 Complaints Received

2.6.1 During the period under review 1 217 consumer complaints were received. Figure 1 is a breakdown of the complaints per month in Q4:

Figure 1: Total number of complaints in Q4
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2.7 Product Recalls
The NCC administered 11 product recalls in this quarter. These were administered to ensure that consumers receive goods that are of

good standards, free of defects and safe for public consumption. Figure 2 below shows the recalls by category:
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Figure 2: product recalls by category

Product Recalls - Quarter 4
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Quarter 4 - Motor Foodstuffs Household Total
Product Vehicles Goods
Recalls

2.8 The Contribution to the Action Plan on South Africa’s Grey listing

In this quarter, the NCC obtained two preservation orders to the tune of R 1 078 922.51 (One million, seventy-eight thousand, nine
hundred and twenty-two Rand, fifty-one cents) against Ponzi schemes.

2.9 Media Highlights

2.9.1 To empower consumers and businesses with information, the NCC issued several media statements on various topical issues,
including product recalls, market monitoring inspections, World Consumer Rights Day, and decisions of the National Consumer

Tribunal.
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2.9.2 Due to these activities, the NCC garnered widespread favourable media coverage across the nation. The voice of the NCC in the
media space has increased, while the tone of coverage remains balanced. In the fourth quarter alone, the Commission was featured

approximately 476 times across a variety of media platforms, as reported by our media monitoring company.
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3. PERFORMANCE BY FUNCTION

3.1 INTRODUCTION

The NCC has a total of 20 performance targets in the 2024/25 Annual Performance Plan (APP). In Quarter 4, the NCC achieved 19 targets and

did not achieve 1. Therefore, the NCC achieved a performance score of 95% against the Q4 APP targets.

3.2 INVESTIGATION AND ENFORCEMENT FUNCTION

3.2.1  These functions are performed by the Investigations Division and the Legal Services.

3.2.2 Inthis quarter, enforcement action was taken in a total of 48 cases. The breakdown is as follows:

Table 1: Enforcement Action

SUPPLIER NATURE OF THE MATTER NATURE OF
ENFORCEMENT
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SUPPLIER NATURE OF THE MATTER NATURE OF
ENFORCEMENT
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SUPPLIER NATURE OF THE MATTER NATURE OF
ENFORCEMENT
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SUPPLIER NATURE OF THE MATTER NATURE OF
ENFORCEMENT
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SUPPLIER NATURE OF THE MATTER NATURE OF
ENFORCEMENT

3.2.3 The Contribution to 107 of the Action Plan on South Africa’s Grey listing

The NCC contributes to Immediate Outcome (I0) number 07 (107) of the Action Plan on South Africa’s Grey listing. 107 requires South Africa to

demonstrate “a sustained increase in investigations and prosecutions of serious and complex money laundering, in particular involving
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professional money laundering networks/enablers and third-party ML in line with its risk profile.” In this regard, the notable cases that NCC
investigated are:

i) Trouva

ii) Hot Farm

iif) Tiger Agriculture

iv) Euureka Gold Mining

v) THE FRUIT SLEEVE

vi) DMW SOLAR

3.24 Product recalls

The NCC administered 11 product recalls in this quarter. Table 2 below shows the distribution of different categories: Motor Vehicles, Foodstuff
and Household Goods. These are fully shown in table below:

Table 2: Product Recalls

No. NAME OF SUPPLIER PRODUCT DEFECT HAZARDS
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NAME OF SUPPLIER PRODUCT DEFECT HAZARDS
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NAME OF SUPPLIER PRODUCT DEFECT HAZARDS

Page 16 of 72




NATIONAL CONSUMER COMMISSION Fourth Quarter Report

‘ No. NAME OF SUPPLIER PRODUCT DEFECT HAZARDS

3.3 EDUCATION AND AWARENESS FUNCTION

3.3.1 Consumer Education

A total of 10 consumer education initiatives were conducted at Mpumalanga and KwaZulu-Natal Provinces. Table 3 provides a breakdown of

activities, topics, and modes of engagements undertaken and used during the reporting period:

Table 3: Consumer Engagement

No. |[TYPE OF OUTREACH| DATE OF PROVINCE DISTRICT AUDIENCE & NO. OF TOPIC SHARED
EVENT ATTENDEES
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No. |[TYPE OF OUTREACH| DATE OF PROVINCE DISTRICT AUDIENCE & NO. OF TOPIC SHARED
ATTENDEES
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3.3.2 Business Education

There were four, (4) targeted workshops and exhibitions that were held with SMMEs in Limpopo and Mpumalanga provinces. The workshops

were aimed at raising business compliance on Section 55 [The Consumer’s right to Safe, Good Quality Goods) and 56(2) (Consumer’s right to

redress] of the Consumer Protect Act No. 68 of 2008. Additionally, there was an exhibition, and a workshop held at Botshabelo Industrial Park

for SMMEs

Table 4 below provides a breakdown of activities, topics, and modes of engagement undertaken and used during the reporting period: -

Table 4: Business Education

TYPE OF
OUTREACH

EVENT DATE

STAKEHOLDERS

PROVINCE

DISTRICT ‘ AUDIENCE

TOPIC SHARED

1. | Workshop |28 Feb 2025 | NCC, SABS, NRCS, [Free State Botshabelo Women/Men Section 55 (The Consumer’s right to Safe,
SARS Industrial Park owned SMMEs Good Quality Goods) and 56(2)
Municipality (Consumer’s right to redress) of the
Consumer Protection Act No. 68 of 2008
2. | Exhibition 28 Feb 2025 | NCC, SABS, NRCS, |Free State Botshabelo Women/Men Section 55 (The Consumer’s right to Safe,
SARS Industrial Park owned SMMEs Good Quality Goods) and 56(2)
Municipality (Consumer’s right to redress) of the
Consumer Protection Act No. 68 of 2008
3. | Workshop |04 Mar 2025 | NCC, MIOSA, Limpopo |Limpopo Sekhukhune Youth, Women, Men | Food safety; on-line transactions
Provincial  Consumer Municipality

Office,
Limpopo

University of
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No.| TYPEOF |[EVENT DATE STAKEHOLDERS PROVINCE DISTRICT AUDIENCE TOPIC SHARED
OUTREACH

e
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3.4 PROGRESS MADE AGAINST CURRENT QUARTERLY MILESTONES

Table 5 below shows the progress made against current quarterly milestones.

Table 5: Performance Table

Output Indicator Target for 2024/25 Quarter Four Target Quarter Four Actual Reasons for Corrective Comments

as per APP as per APP Output Deviation Action for Q4
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Output Indicator Target for 2024/25 Quarter Four Target Quarter Four Actual Reasons for Corrective Comments

as per APP as per APP Output Deviation Action for Q4
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Output Indicator Target for 2024/25 Quarter Four Target Quarter Four Actual Reasons for Corrective Comments

as per APP as per APP Output Deviation Action for Q4
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Output Indicator Target for 2024/25 Quarter Four Target Quarter Four Actual Reasons for Corrective Comments

as per APP as per APP Output Deviation Action for Q4
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Output Indicator Target for 2024/25 Quarter Four Target Quarter Four Actual Reasons for Corrective Comments

as per APP as per APP Output Deviation Action for Q4
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Output Indicator Target for 2024/25 Quarter Four Target Quarter Four Actual Reasons for Corrective Comments

as per APP as per APP Output Deviation Action for Q4
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20

Output Indicator

Target for 2024/25
as per APP

Number of days taken | Pay service

to pay suppliers.

providers within 20
business days.

Quarter Four Target Quarter Four Actual Reasons for

as per APP Output Deviation

Pay service providers | Achieved None
within 20 business | All service providers paid
days. within 20 business days.

Corrective

Action

None

Comments
for Q4

None
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4.  AUDIT AND RISK MANAGEMENT

4.1 Progress on actions in the Risk Reqister

Table 6 below shows the progress made on risk register.

Table 6: Risk Register actions

Risk Description Risk Treatment Plan Required

Responsible

Person

Progress on Risk Treatment Plan

RES[VE]

Rating
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Risk Description Risk Treatment Plan Required Responsible Progress on Risk Treatment Plan Residual

Person Rating
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Risk Description Risk Treatment Plan Required Responsible Progress on Risk Treatment Plan Residual

Person Rating
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Risk Description

Risk Treatment Plan Required

Responsible

Person

Progress on Risk Treatment Plan

Awareness sessions not conducted on scams. "

Residual

Rating

STR 5 Inadequate 1. Engage the dtic and NT for additional | CFO 1. Implemented High
financial funds to increase the baseline. the dtic has pronounced on the amount to be appropriated
resources 2. Engage the dtic to disburse the full to the NCC in the next three years, and only inflationary
(budget) to | grant. " increase has been provided for.
achieve the 2. Implemented
mandate of the Letter written to the dtic to request the disbursement of the
organisation. full grant.

STR 6 "Inability to retain | 1. Engage the dtic by communicating ideal | CFO 1.Implemented High

suitable
qualified, capable
and skilled

workforce. "

financial requirement of the NCC through
the MTEF process.

2. Identification and training of critical skills.
3. Initiate the process to align the
remuneration structure to the OSD.

4. Initiate the process filling of critical
unfunded vacant position in the approved

structure. "

the dtic has pronounced on the amount to be appropriated
to the NCC in the next three years and only inflationary
increase has been provided for.

The transfer will only be made in April, and it is currently
premature to request the full amount upfront.
2. Not Implemented

The training of critical skills was not done.

3. Not Implemented

The OSD system s currently under review. and NCC will be
guided by the final recommendations on conclusion of the
project

4. Implemented

Letter written to the dtic to request funds to fill critical

unfunded positions.
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4.2 Progress against Internal Audit Findings Matrix

Table 7 below show the progress made internal audit matrix.

Table 7: Internal Audit Matrix

\[o} Audit Audit Finding Description Auditors’ Implementation period Management Responsible Progress Made Status

Findings Recommendation Action Manager (Open/
Due Date Completed

Date

closed
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No. Audit Audit Finding Description Auditors’ Implementation period | Management Responsible Progress Made Status

Findings Recommendation Action Manager (Open/
Due Date = Completed

Date

closed
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No. Audit
Findings

investigatio
ns

Audit Finding Description

receipt of cases to the
approval of certificates,

Auditors’
Recommendation

investigation, with regular

monitoring to ensure
adherence.

Develop standardized
timelines and key
milestones for the
investigation process,

ensuring that progress is
tracked, and any deviations
are flagged for immediate

corrective action.

Evaluate current resource
allocation and investigate if
additional staffing or
technology solutions are
required to improve
efficiency in handling cases.
Introduce regular

performance reviews and

Implementation period

Due Date

Completed

Management

Action

terms of dates

received
Include age
analysis of

complaints in all
complaints’
reports
presented at
MANCO
.Prioritize  the
older complaints
in allocation for

investigation.

Responsible

Manager

Progress Made

Status
(Open/
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No. Audit Audit Finding Description Auditors’ Implementation period Management Responsible | Progress Made Status

Findings Recommendation Action Manager (Open/
Due Date = Completed

reporting mechanisms to
monitor the age of open
cases and identify
bottlenecks. This would
allow for proactive
management intervention to

address delays.

While adhering to the FIFO
principle, introduce a
prioritization framework that
ensures urgent or high-risk
cases are expedited, while
maintaining overall process

efficiency.
3. Unauthoriz | Successfully accessed | Disable guest and null user | 28-Feb- 01-Mar-25 | The server | CIO The server has | Closed
ed Access | unauthenticated file shares | access to file shares and | 25 identified as been
and Data | with read and write access | implement strict access 10.0.3.249 has decommissioned.
Exposure rights using guest and null | controls based on the been disabled
via users. We successfully | principle of least privilege. and
Unauthenti Configure  authentication discontinued
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No. Audit Audit Finding Description Auditors’ Implementation period | Management Responsible Progress Made Status

Findings Recommendation Action Manager (Open/
Due Date = Completed

Date

closed
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Audit
Findings

Audit Finding Description

Auditors’
Recommendation

storage, to safeguard critical

Implementation period

Due Date

Completed

Management

Action

Responsible

Manager

Progress Made

Status
(Open/

data.

Default It was observed that | Update the default | 15-Feb- 29-Mar-25 | To address | CIO Credentials Closed
Credentials | KONICA MINOLTA printers | credentials on ALL printers | 25 risks, the service harden
on within the environment were | to strong, unique passwords provider will be
Network- configured with default | and ensure the use of engaged as they
Connected | credentials. Using publicly | secure authentication require access
Printers available information, we | mechanisms. Perform an tothe devices for
Allow identified that the default | inventory of all network- reconfiguration
Unauthoriz | password for the | connected devices to and updates.
ed Access | Administrator account was | identify and remediate any This  process,

set to | other instances of default or including

"1234567812345678." weak credentials. replacing default

Implement a policy requiring
all default credentials on
newly deployed devices to
be changed during the
configuration process.
Additionally, restrict access
to printer web portals by

implementing network

login credentials
with secure
ones, is
scheduled to be
completed

before the end of

February 2025.
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No. Audit Audit Finding Description Auditors’ Implementation period | Management Responsible Progress Made Status

Findings Recommendation Action Manager (Open/
Due Date = Completed

Date

closed
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Audit
Findings

Audit Finding Description

Auditors’
Recommendation

Implementation period

Due Date

Completed

Management

Action

vulnerabilities in
a prioritised

Responsible

Manager

Status
(Open/

Progress Made

manner.

Netatalk A Tenable Nessus scan | Immediately disable the | 28-Feb- 01-Mar-25 | The server | CIO The server has | Closed
OpenSessi | identified the presence of a | vulnerable Netatalk service | 25 identified as been
on Remote | Netatalk OpenSession | ifitis not required. Apply the 10.0.3.249 has decommissioned.
Code Remote Code Execution | latest security patches and been disabled
Execution vulnerability. This | updates to address the and
Vulnerabilit | vulnerability could allow an | Netatalk OpenSession discontinued
y attacker to execute arbitrary | vulnerability e.g. upgrading following the

code, trigger a buffer | to Netatalk 3.1.12 or later. receipt of the

overflow, and potentially | Conduct a thorough review findings report.

establish a shell session. of all systems for similar As this host

vulnerabilities and apply
updates where necessary. If
the service is essential,
the

affected system within a

consider  isolating
secure network segment to
minimize exposure while the
resolved.

issue is being

contributed

significantly to
the overall risk
ratings due to
the severity of

findings.
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No. Audit Audit Finding Description Auditors’ Implementation period | Management Responsible Progress Made Status

Findings Recommendation Action Manager (Open/
Due Date = Completed

Date

closed
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Audit
Findings

Audit Finding Description

Auditors’
Recommendation

strict firewall rules and
monitoring for suspicious
activity. Develop a long-
term

plan to replace

unsupported software
across the organization to
maintain a secure and

compliant environment.

Implementation period

Due Date

Completed

Management

Action

The
deadline for this

in place.

activity is also
the
February 2025.

end of

Responsible

Manager

Progress Made

Status
(Open/

Cleartext
Protocols -
Use of
Cleartext
Protocols
Exposing
Sensitive
Data to
Interception

It was observed that the

identified hosts are
transmitting data in
cleartext, making them

susceptible to interception.
This could potentially lead to
the disclosure of sensitive
information, including
credentials, during

transmission.

Immediately disable the use
of cleartext protocols and
replace them with secure
that
encryption, such as HTTPS
instead of HTTP, SFTP
instead of FTP, and SSH
instead of

alternatives use

Telnet.
Implement Transport Layer
Security (TLS) to secure
data in transit and ensure
that all
servers are configured to

endpoints and

28-Feb-
25

Host 10.0.5.173

eService has
identified  SSL
configuration

issues and clear
text data
transmission

vulnerabilities. A
solution function
to address these
issues is
available but

requires

CIO

Disabled cleartext

protocols and
enforced
encrypted
alternatives  like
HTTPS, SFTP,
and SSH.
Implementing TLS

for secure data
transmission and
configured all
endpoints to

Open
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Audit
Findings

Audit Finding Description

Auditors’
Recommendation

Implementation period

Due Date

Completed

Management

Action

Responsible

Manager

Progress Made

Status
(Open/

support encrypted implementation. support
communications. Conduct a The encryption.
thorough review of network implementation
traffic to identify and will proceed after
eliminate any remaining Change
instances  of  cleartext Advisory Board
transmission. Additionally, (CAB) approval.
train staff to recognize and
avoid using insecure
protocols and  ensure
compliance with security
policies. Regularly monitor
and audit network traffic to
verify adherence to these
standards.
9 Open and | We ran an Nmap scan on | Filter all ports and disable | 28-Feb- 28-Feb-25 | The server | CIO The server has | Closed
Unfiltered the IP ranges provided and | unused services across all | 25 identified as been
Ports noted that systems had | enterprise assets. 10.0.3.249 has decommissioned.
Exposing open or unfiltered ports. been disabled
Systems to | This allowed us to gather and
Reconnaiss | information on the services discontinued
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No. Audit Audit Finding Description Auditors’ Implementation period | Management Responsible Progress Made Status

Findings Recommendation Action Manager (Open/
Due Date = Completed

closed
Date

4.3 Progress against External Audit Findings Matrix

Table 8: Progress made on external audit findings
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Findings

Audit Finding
Description

Auditors
Recommendation

Implementation
dates

Start End
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Audit
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Audit Finding
Description

Auditors
Recommendation

Implementation
dates

Start End
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Audit Finding
Description

Auditors
Recommendation

Implementation
dates

Start End
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Audit Finding
Description

Auditors
Recommendation

Implementation
dates

Start End

Page 48 of 72

Management
Actions

Responsib
le Manager

Fourth Quarter Report

Progress Made

Finding
open or
closed




Fourth Quarter Report

Audit Audit Finding Auditors Implementation Management Responsib Progress Made Finding

Findings

Description

There
between the IT Security

is misalignment

Policy that requires that

user access reviews
should be performed bi-
annually, while the User
Access Management
Procedure requires that
reviews

user access

should be performed on an

Recommendation

dates

‘ Start | End

Actions

le Manager

open or
closed

development to  the
production environment,

and the migration of data

findings. The SOP
should provide a

standardized step-by-

annual basis.
2.| IT Program | While the NCC ICT | "Management Q3 Management to| CIO The procurement | Open

Change Change Management | should develop and review the ICT process for the new
Management | Policy includes some | implement an ICT Change Advisory colocation and Disaster
— (Sage 300 | guidance on the change | Change Management Board (CAB) TOR Recovery (DR) as a
(Finance), management process, the | Standard Operating and implement the Service provider has
Sage VIP | policy did not provide | Procedure (SOP) recommendations in been finalized and a
and  Active | guidance on the migration | based on the outlined the ICT service desk service provider, was
Directory) of changes from the | key elements in the system. appointed
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‘ Start | End

during new system

implementations.

The adopted ICT Help
desk solution does not
classify changes into
‘Emergency, Standard &
Pre-approved' as required
by the ICT Change
Management policy.

A Data Conversion Policy
statement and a Standard
Operating procedure that
defines management of
data conversion/migration
to ensure the accuracy,
completeness, and
integrity of converted data,
was not in place.
Consequently, the

following key minimum

step process for
executing  Change
Management
procedures.
Furthermore, the
document should be
communicated to all
personnel involved in
change management
processes and
regularly updated to
reflect evolving best
practices and lessons
learned.
*Management should
develop a Data
Conversion  Policy
and a Standard
Operating procedure.
The Data Conversion
Policy and SOP

should include.
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elements could not be
determined during the
review of Data Conversion
process at NCC:

- Guidelines for
data conversion activities,
including balancing and
reconciliation.

- The role of
management in approving
and monitoring the

conversion process."

1. Guidelines for data
conversion activities,
including  balancing
and reconciliation.

2. The role of

management in
approving and
monitoring the

conversion process."

3. IT
Continuity

Service

Management

"A  documented and
approved Disaster
Recovery Plan (DRP), that
describes how the NCC
can quickly resume IT
operation after an
unplanned incident, was in
place at NCC. However,
the following key minimum

elements could not be

"Recommended that
a BIA should be
performed, and the
results used to inform
the priority of systems
that should be run
during the
subsistence of a
disaster.

Q3

"Once the BIA is
conducted RTO and

RPO for critica
systems will be
determined and
documented. The

revised DR plan is
planned for
finalisation by quarter
3

ClOo

The
process for the new

procurement

colocation and Disaster
Recovery (DR) as a
Service provider has
been finalized and a
service provider, was
appointed

Open
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Audit
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Incident Management
Procedure outlines how
the NCC plans to protect
its Information Technology
(IT), which ensure the
Integrity
and Availability of financial

Confidentiality,

systems and subsequent
business activities were in
place. However, the IT
security policy framework
did not provide guidance
on the following:
-Management and review
of alerts generated by the
Intrusion Prevention
and/or Detection System
(IPS/IDS). The IT function
however monitored alerts
from the IPS during the
period under review.

Auditors
Recommendation

Implement a
management process
for vulnerability
scanning and

investigation,

including regular
vulnerability
assessments and

penetration testing.

A procedure
outlining how security
alerts are generated
by the

Prevention

Intrusion

System
should be processed
for meaningful
insights."

Implementation
dates

‘ Start | End

Management
Actions

be updated to
incorporate IPS
reviews in line with
current attainable
processes.

Responsib
le Manager

Progress Made

policies

review.

are

under

Finding
open or
closed
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-The performance of
vulnerability assessments
and penetration testing to

identify weaknesses within
the network. The IT
function however

performed a penetration
test in July."
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5. EINANCIAL PERFORMANCE

5.1 Revenue for the Period

5.1.1. The NCC has an allocated budget for the financial year of R69 120 000 as per the Allocation letter. The total amount has been received.
The dtic granted the NCC an additional R2 100 000 in March 2025 to supplement the budget due to the crisis relating to foodborne illnesses.
An application was also made to the National Treasury for permission to retain and use surplus funds to the value of R12,8 million

generated in the prior financial year. Permission has been granted, and the budget has been adjusted accordingly in the thrift quarter.

5.1.2. Funds that were not immediately required were invested in an interest-bearing account with the South African Reserve Bank (Corporation

for public deposits) and interest to the value of R2 729 631 was earned as at the end of March 2025.

5.1.3. Table 1 (one) below provides a summary of movements in revenue for the financial year against the budget.
Table 1 (one): Summary of revenue movements for the current year

Adjustment Final budget Year to date budget Year to date actual Variance

‘ Description of item | Annual Budget

Government grants 69,120,000 2,100,000 71,220,000 71,220,000 71,220,000 -
Interest income 4,950,000 1,950,000 3,000,000 3,000,000 2,729,631 270,369
Other Income - 0 - 30,939 | - 30,939
Retention of Surplus 12,805,249 12,805,249 12,805,249 12,805,249 -
Total 74,070,000 12,955,249 87,025,249 87,025,249 86,785,819 239,430
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5.2 Expenditure against the budget per economic classification

Table 2 (two): Summary of expenditure against the budget per economic classification.

Remaining
YTD Actual YTD Budget for the
Description of item Annual Budget Adjustment Final budget YTD Budget expenditure Variance 2025
R’000 R’000 Financial
Year
Compensation of employees 50,854,306 - 50,854,306 50,854,306 | 48,627,448 | 2,226,858 2,226,858
Goods and services 23,215,694 | 12,403,252 35,618,946 35,618,946 | 29,671,900 | 5,947,046 5,947,046
Capital - 551,997 551,997 551,997 528,997 23,000 23,000
Total 74,070,000 | 12,955,249 87,025,249 87,025,249 | 78,828,345 | 8,196,904 8,196,904

5.2.1. Compensation of employees indicates an underspending of R2,226,858. This is attributable to savings generated by vacant positions.

The variance is not expected to change significantly.

5.2.2. Goods and services expenditure is underspending by an amount of R5,947,046. This is due to lack of spending on the budget allocated
to certain projects for which implementation is yet to take place as well as invoices that are yet to be recorded for work done in the prior
year.

5.2.3. Even though the variance on goods and services is positive, it does not translate to availability of excess funds. This is attributable to the
timing difference between the rendering of services and receipt of invoices. While such expenses are ordinarily accrued, the expenditure
cannot be estimated, such as legal costs and the NCC is continuously requesting invoices as part of the 2024/25 financial year end
activities. The NCC is a litigant in a number of matters where invoices are yet to be received. Furthermore, SABS is also yet to bill for
some of the variable costs such as water and electricity. Management has also committed expenditure on a systems migration project

costing R4 million per annum. Had expenditure been incurred on this project, the variance would have been at a minimum.
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5.3 Detailed Revenue and Expenditure Variances.

Table 3 (three): Detailed Revenue and Expenditure Variances

Remaining
Approved Final YTD Budget for Note
Description Annual Adjustment budget YTD Budget Variance Variance the 2025 (Variance
Budget (%) Financial explanation)
Year
Revenue
Government grants 69,120,000 | 2,100,000.00 | 71,220,000 71,220,000 | 71,220,000 0 0% 0
Interest Income 4,950,000 | - 1,950,000 | 3,000,000 3,000,000 | 2,729,631 270,369 9% 270,369
Other Income 0 30,939 -30,939 100% -30,939
Retention of Surplus 12,805,249 | 12,805,249 | 12,805,249.00 | 12,805,249 0 0
Total Revenue 74,070,000 12,955,249 | 87,025,249 87,025,249 | 86,785,819 239,430 0% 239,430
Compensation of
employees
Salary & Wages 44,518,228 44,518,228 44,518,228 | 43,588,905 929,323 2% 929,323
Social contributions 6,336,078 6,336,078 6,336,078 | 4,785,080 1,550,998 24% 1,550,998
Leave provision expense 0 0 253,463 -253,463 -253,463
Total compensation of
50,854,306 0 | 50,854,306 50,854,306 | 48,627,448 2,226,858 4% 2,226,858
employees
Goods and services
Audit Committee fees 415,000 0 415,000 415,000 363,623 51,377 12% 51,377
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Remaining

Approved : YTD Budget for Note
Description Annual Adjustment Final YTD Budget vip Variance Variance the 2025 (Variance

Budget budget Actual (%) Financial explanation)

Year
Advertising 200,000 900,000 | 1,100,000 1,100,000 589,593 510,407 46% 510,407 5.4.1.
Assets <R5000 20,000 0 20,000 20,000 101,961 -81,961 -100% -81,961 5.4.2
External audit fees 1,100,000 0| 1,100,000 1,100,000 | 1,118,392 -18,392 -2% -18,392
Bank charges 43,000 0 43,000 43,000 35,385 7,615 18% 7,615
Catering and consumables 169,000 0 169,000 169,000 466,231 -297,231 -176% -297,231 5.4.3
Communication costs 1,415,829 0| 1,415,829 1,415,829 606,566 809,263 57% 809,263 5.4.4
Computer services 2,680,815 3,208,017 | 5,888,832 5,888,832 | 3,198,036 2,690,796 46% 2,690,796 5.4.5
Consultants 702,615 720,000 | 1,422,615 1,422,615 566,610 856,006 60% 856,006
Insurance 160,000 90,000 250,000 250,000 177,019 72,981 29% 72,981
Internal Audit fees 657,510 0 657,510 657,510 709,470 -51,960 -8% -51,960
Lease payments 356,112 -100,000 256,112 256,112 237,971 18,141 7% 18,141
Legal fees 870,000 1,392,740 | 2,262,740 2,262,740 | 3,334,777 | -1,072,037 -47% -1,072,037 5.4.6
Printing and publication 200,000 0 200,000 200,000 61,079 138,921 69% 138,921
Postage and courier 54,000 -23,845 30,155 30,155 15,018 15,137 50% 15,137
Stationery 150,000 0 150,000 150,000 179,011 -29,011 -19% -29,011
Subscriptions and
27,000 50,000 77,000 77,000 147,537 -70,537 -92% -70,537 5.4.7

membership
Software Licenses 4,989,361 1,060,006 | 6,049,367 6,049,367 | 4,340,233 1,709,134 28% 1,709,134 5.4.8
Repairs and Maintenance 156,000 0 156,000 156,000 13,025 142,975 92% 142,975
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Remaining
Approved : YTD Budget for Note
o ) Final YTD ) ) i
Description Annual Adjustment YTD Budget Variance Variance the 2025 (Variance
budget Actual i . .
Budget (%) Financial explanation)
Year
Training and staff
200,000 300,000 500,000 500,000 26,600 473,400 95% 473,400
development
4,806,334 | 6,090,764 6,090,764 | 4,203,668 1,887,096 31% 1,887,096 5.4.9
0 0 0| 1,636,889 | -1,636,3889 -100% -1,636,889 5.4.10
Water and Electricity 1,413,298 0| 1,413,298 1,413,298 561,583 851,715 60% 851,715 5.4.11
Property costs (garden,
38,674 0 38,674 38,674 38,675 0 0% 0
waste,property rates)
Cleaning (cleanng and pest
71,616 0 71,616 71,616 71,616 0 0% 0
control)
Security 163,666 0 163,666 163,666 163,665 0 0% 0
Property rental 5,677,767 0| 5,677,767 5,677,767 | 6,707,668 | -1,029,901 -18% -1,029,901 5.4.12
Total goods and services 23,215,694 12,403,252 | 35,618,946 35,618,946 | 29,671,900 5,947,046 17% 5,947,046
Total budget/expenditure 74,070,000 12,403,252 | 86,473,252 86,473,252 | 78,299,348 8,173,904 9% 8,173,904
CAPITAL EXPENDITURE
Computer Equipment - 334,497 334,497 334,497 311,497 23,000 7% 23,000
Furniture and Fixtures - 217,500 217,500 217,500 217,500 0 0% 0
Total capital budget - 551,997 551,997 551,997 528,997 23,000 4% 23,000
Total budget/expenditure 74,070,000 12,955,249 | 87,025,249 87,025,249 | 78,828,345 8,196,904 0 8,196,904
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5.4 Explanations for material variances and remedial actions

5.4.1. Advertising- Underspending

The budget is utilized mainly for the filling of vacancies and other marketing campaigns. There was also a budget allocated for marketing
activities relating to opt-out registry which has not been utilized.

5.4.2. Assets less than R5000- Overspending

The unfavourable variance is due to the headsets purchased for staff to connect to the new telephone system. The NCC has recently
improved its Office Voice Solution and disconnected from the SABS telephone system with Microsoft teams being used to make and

receive calls. There was therefore a need to procure headsets for some members of staff.

5.4.3. Catering and Consumables- Overspending

The variance is due to the order for promotional materials that was placed in the prior year and delivery was made in the current financial

year.

5.4.4. Communication Costs- Underspending

The positive variance is due to pending invoices from the South African Bureau of Standards before SABS telephone system was
discontinued and implementation of the new voice solution. The new infrastructure/ systems migration project was also approved on the

basis of savings from cancellation of services from SABS.

5.4.5. Computer Services- underspending

Page 61 of 72



=

~~

Fourth Quarter Report

5.4.6.

5.4.7.

5.4.8.

5.4.9.

5.4.10.

This is due to funds allocated for some items in the procurement plan such as ICT Infrastructure migration for which expenditure has not

been incurred as procurement has been finalised in March 2025.

Legal fees- Overspending

The overspending is attributable to an increasing trend of appeals on matters that were decided on behalf of the NCC by the tribunal. The
NCC is as a result compelled to appoint attorneys to handle such matters on behalf of the NCC at the relevant courts. More invoices are

still anticipated for the remainder of the financial year.

Subscriptions and membership- Overspending

The adverse variance is linked to under budgeting. The variance is compensated by savings on other expenditure areas.

Software Licenses-underspending

The underspending is linked to various licenses on the procurement plan for which procurement is yet to be finalised. A retention of

unspent funds will be requested from National Treasury

Travel and subsistence.

The variance is due to the funds that were received from the National Treasury (R2100 000) to fund increasing levels of travel within the
organisation, especially due to market monitoring activities. The NCC is still also processing some invoices relating to travel undertaken

in the prior year.

Depreciation
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This is a non-cash item which will have a positive overall impact on the NCC’s funds.

5.4.11. Water and Electricity-Underspending

The underspending is due to the fact that the invoices are yet to be received from SABS (delayed billing).

5.4.12. Property Rental- Overspending

The difference between expenditure is mainly due to the straight lining of the lease rental in terms of GRAP and the property rates which

were under budgeted.

5.5 Summary of actions to ensure that the projected expenditure and revenue remain within the budget.

5.5.1 The expenditure is continuously monitored against the approved budget and projections are observed.

5.5.2 The implementation of the procurement plan is being monitored.

5.5.3 The budget adjustment has been implemented. Additional funding was received from the National Treasury which was used to

supplement the budget relating to market monitoring activities.
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5.6 Progress on the Implementation of the Procurement Plan

Estimated Value Date Service

Project Description . _ Comments
(incl. taxes) Required
1 External Audit Services for R 3300 000.00 01 June 2025 November 2024
36 months Approved submissions and Terms of Reference were received on 08

November 2024, BSC was scheduled on 19 and 20 November 2024. The
BSC Committee returned the Terms of Reference to the end-user for
necessary improvements.

December 2024

No activity in December as terms of reference are still pending.

January 2025

Terms of Reference have been finalized by the BSC, to be advertised not
later than 07 January 2025.

February 2025
The bid has been advertised with a closing date of 3¢ March 2025.

March 2025
The tender is before the Bid Evaluation Committee. It closed on the 3 of
March 2025.
2 Internal Audit Services for R1 971 000.00 23 March 2025 | Approved submission has been received, BSC is yet to be scheduled.
36 months No activity in December as terms of reference are still pending.

January 2025
Terms of Reference have been finalized by the BSC, to be advertised not

later than 07 January 2025.
February 2025
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Project Description

Estimated Value

Date Service

Comments

(incl. taxes)

Required

The bid has been advertised with a closing date of 34 March 2025.

March 2025

The tender is before the Bid Evaluation Committee. It closed on the 31 of
March 2025.

Back-end Infrastructure

Support for a period of 36

R4 301 393.76

01  November
2024

March 2025
The tender has been awarded in March 2025. Transaction has been

months concluded.

Microsoft Licenses R 900 000.00 01 April 2025 March 2025- April 2025
Terms of reference which were received in March 2025 will be changed by
the ICT department to ensure that procurement is for a long term as opposed
to annual renewals as initially planned. A tender will also be issued in April
2025 after approval of the ToRs.

FortiGate Firewall License R 1 400 000.00 12 May 2024 The purchase order was raised on 17 May 2024. Transaction has therefore

for 12 months been concluded.

Web Application Firewall R 700 000.00 Immediate December 2024
The bid was not approved as the response was not enough for a closed bid,
therefore there is need for re-advertisement if directed by the ICT team. The
ICT team was made aware of this outcome.

Panel of Attorneys Not applicable Immediate December 2024

Panel of attorneys were appointed on 09 December 2024.

Veeam Subscription

R 500 000.00

01 March 2025

January 2024
Terms of reference have not yet been received.
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Project Description

Estimated Value

(incl. taxes)

Date Service

Required

Comments

February 2025

Terms of reference have not yet been received.

March 2025

The submissionand TORs were received and currently under procurement

process.

HP Subscription

R 600 000.00

01 March 2025

January 2025
Terms of reference not yet received.

February 2025

Terms of reference have not yet been received.

March 2025

The submissionand TORs were received and currently under procurement

process.
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